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Abstract:  
 
Widespread collection of data has led to new and challenging privacy and security risks. There is a need 
to engineer mechanisms that allow users to selectively disclose their data to a third party in order to 
achieve a utility goal (e.g. receive high quality product recommendations), while restricting the release 
of private information (e.g. not revealing a given medical condition). In this talk, we use tools from 
information theory, statistics and estimation theory to characterize the fundamental limits of estimation 
when only partial statistics of the data are known. We then apply the insight gained by characterizing 
these limits to quantify the fundamental privacy-utility tradeoff and to design privacy-assuring 
mechanisms. In addition, we introduce security metrics and associated results based on the spectrum of 
the conditional expectation operator, called the principal inertia components. The principal inertia 
components allow a fine-grained decomposition of the dependence between a hidden and an observed 
variable which, in turn, is useful for deriving fundamental bounds for estimation problems, and for 
measuring information leakage in secure communication models. 
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